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Operation. An effective security program requires discipline and

diligence. Any compliance auditor would insist on seeing proof that

your organization’s policies are being followed properly and thoroughly.

Regular review of policy operations ensures this. In this stage, TPx will

perform quarterly reviews of aspects of the operations for compliance with the defined
policies. This includes reviewing access logs and validating access policies, verifying
MFA configuration(s), examining account management (personnel terms/hires/
changes) logs, reviewing asset management logs, etc.

Governance. Paragraphs 16 CFR 314.4(g) and 16 CFR 314.4()) of
the Safeguards Rule specifically call for regular written reviews of your
security program to your Board of Directors (or equivalent), as well as - é
regular review of your SSP and other documents for changes in your R
network environment. TPx will perform a quarterly review of the policies and provide an
annual readout to your Board stating the health and compliance of your program with
the Safeguards Rule.

How TPx Can Help

Security Program Create

The TPx Advisory Services’ Security Program Create is designed for an organization
that has a qualified cybersecurity employee who can own and monitor a program but
does not have the experience or time to create a security program. TPx security experts
will create or review and modify the following security documents: Information Security
Program, System Security Plan, Access Control Policy, Asset Management Policy,
Data Protection Policy, Multi-Factor Authentication, Data Retention Policy, Change
Management Policy, Log Monitoring Playbook, Incident Response Policy, Partner
Security Policy
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Security Program Maintain

Have you already created a security program, and you are confident it meets the
requirements of the Safeguards Rule? TPx can verify that the program is and remains
current, assist with changes as your business evolves, and report on the program
annually. This offering helps an organization maintain the program per the Safeguards
Rule requirements. If you don’t have anyone ensuring the policies are enforced properly,
we advise to choose Maintain & Report Program instead.

Security Program Maintain & Report

TPx can help verify that the policies defined in your security program are being put into
practice. With periodic reviews of operational activities, the Maintain & Report offering
ensures that policies are enforced properly, and that third-party providers are adhering
to the agreements you have with them. Quarterly monitoring of security logs and

activities provides a documented trail of compliance enforcement that will be crucial in
the event of an audit.

Security Program Complete

If your organization doesn’t know where to start and doesn’t have anyone qualified to
own the program, this solution is for you. TPx will do everything in “Security Program
Creation” and “Security Program Maintain & Report” to enable a defensible position
from day 1. As the owner of your program, TPx will define, create, maintain and report
on the program per FTC Safeguards Rule definition.

Best Practice Review

Companies that qualify under FTC Rule must perform an annual Best Practice review
of the standard best practices that review an organization’s existing security program,
policies, and operations, as it relates to nonpublic personal information. Using the
industry standard NIST 800 series best practices, TPx security consultants will review and
identify areas of compliance, areas of adjustment, and areas of creation needed per the
Safeguards Rule. The report from the best practice review will be provided and utilized
to be defensible for the Safeguards Rule. The results of the annual Risk Assessment
are further used to inform the formation and ongoing oversight of the security program,
policies, and processes. It provides a roadmap for program improvements based on a
quantitative evaluation of risk across the environment.

Vulnerability and Penetration Scanning

All qualifying organizations must perform an annual Penetration Assessment utilizing
“a test methodology in which assessors attempt to circumvent or defeat the security
features of an information system by attempting penetration of databases or controls
from outside or inside your information systems.” TPx can perform a penetration
scan of your external environment and provide recommended mitigations to protect
nonpublic personal information. Lastly, qualifying organizations must also perform,
twice a year, a vulnerability scan of their environment. TPx can perform the scan

of your external environment and provide mitigation recommendations for any
vulnerabilities. Upon implementing recommended changes, TPx would perform a
validation scan to ensure the customer has re-mediated defined risks.

Train Your Staff

Security Awareness Training Raise your staff’s security aptitude. With phishing
simulation emails and regular training courses, we can cut phishing email click rates by
as much as 75%.

Managed Inbox Detection & Response (IDR) Email security filters are not foolproof.
Phishing emails can still get through. Equip your staff with a simple tool that helps them
determine if the emalil is a threat or “innocent”.For a limited time, you get our Security
Awareness Training for free when you get Managed IDR.



