stats everyone
Must KNnow

CYBERSECURIT
THE THREA] Know the " ‘

I_AN DSCAPE da ngers A new ransomware attack S17,700 is lost every minute
th at | U rk occurs every 11 seconds. ' due to phishing attacks.'

o%  INCREASE IN
GME0% S5 CYRERATIACKS

The UN reported a 600% 36 billion private records

increase in cybercrime dueto  were exposed by the end of |t’S g rOW| ng eXpOﬂeﬂtIa | |y

the COVID-19 pandemic.* September 2020.°

S 0 P H I STI CATED Ransomware increased Average ransomware Fileless malware rates

& EXP EN S IVE average downtime to payment rose 33% to In 2020 grew by 888%
16.2 days in Q4 2019.'4 S111,605vs.Q4 2019.™ over 2019."
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& BREACHES
e TAKE TIME

280 Is the mean number of 50.55 Is the average days it
days it takes to identify and ~ takes to remediate web app 6 months to detgct a dati TU DETECT
contain a data breach.2 critical vulnerabilities.? breach, even major ones.
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SN
IVIAI N CAU SE 94% of all malwareis ~ 87% of successful phishing ~ Phishing accounts for
U F BR EACH ES delivered via email.” mobile attacks occur via over 8_0%.01( reported
methods other than email 2 security incidents.®
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The number of data records ~ On average, a customer Pl Zoom account credentials STU LEN

compromised daily is costs S$150 per record.? are sold for as little as $0.002 DATA
approximately 7 million. on the dark web.?*

WHY INVEST A\02% @91y L0
IN CYBER 52% of compliance leaders 91% of SMB business  56% :fTTZ:c:si:n—makers

S ECU R ITY? say the largest 3rd-party risk owners rank security a believe phishing attacks are
= for their org is cybersecurity." top priority.? their top security threat.'s
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Cybersecurity prevention 60% of breaches involve Human intelligence and 77+% of organizations do
efforts can save businesses vulnerabilities where a patch ~ comprehension is the best not have a CyberSecurity
up to $1.4 million per attack." is available but not applied.”®  defense against phishing.?’ Incident Response plan.?
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