
Get an 
in-depth 

view of the 
current 

state of your 
network.  

Network Security Evaluation

What is a Network Security Evaluation?
The Network Security Evaluation (NSE) is a fast and free assessment 
that TPx offers to identify your security risks and help you  
understand your network usage. At no cost to you, our team will  
monitor key indicators within your network. 

After gathering information, you will receive a Network Security 
Evaluation Report that will help you address important business 
concerns such as security, productivity, and/or utilization.

Why do I need a Network Security Evaluation?
You will learn:
n	If your current security infrastructure can accurately detect today’s 

sophisticated attacks
n	If you have operational visibility to understand how applications 

(traditional and web-based) are truly being utilized on your network
n	If your current security solution will be able to meet increased 

throughput and encryption demands (perhaps due to cloud-based 
storage, big data analytics, or increased web usage)

Provides status of your security, 
productivity, and utilization ​  

No cost or 
risk to you  

Requires less than 30 
minutes of your time

Completed in 
1– 2 weeks



Security
n	Application vulnerabilities 

observed

n	Malware botnet detection

n	At-risk devices within the 
network

Productivity
n	Application categories and 

cloud usage

n	Peer-to-peer, proxy app 
and remote access

n	Web-based applications 
and browsing habits

Utilization
n	Bandwidth analysis and 

top consumers

n	Average log rates/
sessions for sizing

n	SSL utilization and 
encryption impact

Superior 
visibility​

Powered by content security and threat 
intelligence from FortiGuard Labs — 3,300+ 
application sensors (less than 2,000 for most 
competing NSEs) and 8,100+ IPS signatures. 

Additional insights 
and opportunities
Includes extensive 

performance section, 
at-risk hosts chart, 

sandboxing, and more.  

Deployment 
flexibility
Multiple 

deployment 
options in order to 
minimize network 

disruption.

Actionable 
recommendations

Each assessment report 
includes a set of actionable 

recommendations that technical 
staff can use to refine their 

security and network utilization.

How it works
First, a TPx solutions architect installs a device at your site, or we ship you a kit 
with instructions. Then, traffic logs are securely collected for 3-7 business days, 
and a comprehensive report is generated. We will review the report and discuss 
the insights with you. Lastly, TPx retrieves the device, or you ship it back to TPx.

Why our Network Security Evaluation?

What is in the Network Security Evaluation Report?

Security

High Risk Applications

The FortiGuard research team assigns a risk rating of 1 to 5 to an application based on the application behavioral

characteristics. The risk rating can help administrators to identify the high risk applications quickly and make a better decision

on the application control policy. Applications listed below were assigned a risk rating of 4 or higher.

## RiskRisk ApplicationApplication CategoryCategory TechnologyTechnology UsersUsers BandwidthBandwidth SessionsSessions

1 Proxy.HTTP Proxy Network-Protocol 181 2.32 MB 2,433

2 Cloudflare.1.1.1.1.VPN Proxy Client-Server 2 2.51 MB 476

3 SOCKS5 Proxy Network-Protocol 3 33.55 KB 30

4 SOCKS4 Proxy Network-Protocol 10 34.15 KB 27

5 Peer2me Proxy Client-Server 1 58.31 MB 1

6 RDP Remote.Access Client-Server 76 5.58 GB 329,860

7 TeamViewer Remote.Access Client-Server 3 33.85 MB 155

8 BitTorrent P2P Peer-to-Peer 11 2.66 KB 11

9 AnyDesk Remote.Access Client-Server 1 981.33 KB 7

10 TeamViewer_CallReceive Remote.Access Client-Server 1 3.78 MB 4

At-Risk Devices and Hosts

Based on the types of activity exhibited by an individual host, we can approximate the trustworthiness of each individual client.

This client reputation is based on key factors such as websites browsed, applications used and inbound/outbound

destinations utilized. Ultimately, we can create an overall threat score by looking at the aggregated activity used by each

individual host.
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Productivity

Proxy Applications Remote Access Applications

Top Peer to Peer Applications Top Gaming Applications

Top Video/Audio Streaming Applications Top Social Media Applications
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Productivity
Quick StatsQuick Stats 254 total applications detected

6 total proxy applications detected

2 peer to peer applications detected

5 remote access applications detected

HTTPS.BROWSER is the top used application

Web.Client is the most used application category

18,133 total websites visited

www.videotexsystems.com is the most visited website

Cloud Usage (SaaS)

IT managers are often unaware of how many cloud-based

services are in use within their organization. Sometimes, these

applications can be used to circumvent or even replace

corporate infrastructure already available to users in lieu of ease

of use. Unfortunately, a potential side effect of this is that your

sensitive corporate information could be transferred to the

cloud. Accordingly, your data could be exposed if the cloud

provider's security infrastructure is breached.

Cloud Usage (IaaS)

The adoption of "infrastructure as a service" (IaaS) platforms is

popular and can be very useful when compute resources are

limited or have specialized requirements. That said, the

effective outsourcing of your infrastructure must be well

regulated to prevent misuse. The occasional auditing of IaaS

applications can be a useful exercise not only for security

purposes, but also to minimize organizational costs associated

with pay per use models or recurring subscription fees.

60.7% CrashPlan (43.5 GB)

11.5% YouTube (8.2 GB)

9.6% Facebook (6.8 GB)

3.8% Amazon.CloudFront (2.7 GB)

3.1% Microsoft.Azure (2.2 GB)

2.9% Apple.iCloud.Storage (2.1 GB)

8.4% Others (6 GB)

49.8% Amazon.CloudFront (2.7 GB)

41% Microsoft.Azure (2.2 GB)

8.3% Amazon.AWS (460.1 MB)

0.9% Fortiguard.Search (48.4 MB)

0% Godaddy (2.7 MB)

0% Any.Do (490.5 KB)

0% Others (529.2 KB)
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Security
Quick StatsQuick Stats 211,537 application vulnerability attacks detected

4 known botnet detected

19 malicious websites detected

12 high risk applications detected

5 phishing websites detected

6 known malware detected

Top Application Vulnerability Exploits Detected

Application vulnerabilities can be exploited to compromise the security of your network. The FortiGuard research team analyzes

these vulnerabilities and then develops signatures to detect them. FortiGuard currently leverages a database of more than

5,800 known application threats to detect attacks that evade traditional firewall systems. For more information on application

vulnerabilities, please refer to FortiGuard at: http://www.fortiguard.com/intrusion.

## RiskRisk Threat NameThreat Name TypeType VictimsVictims SourcesSources CountCount

1 WordPress.HTTP.Path.Traversal Path Traversal 1 2 55

2 ThinkPHP.Controller.Parameter.Remote.Code.Execution Code Injection 1 5 12

3 NETGEAR.DGN1000. Unauthenticated.Rem ote.Code.Execution Code Injection 2 5 5

4 Bladabindi.Botnet 1 1 3

5 HTTP.URI.Java.Code.Injection Code Injection 1 3 3

6 Zeroaccess.Botnet 1 1 2

7 WordPress.Plugin.Userpro.Authentication.Bypass Improper

Authentication

1 1 2

8 Linear.eMerge.card_scan_decoder.php.Command.Injection OS Command

Injection

1 1 1

9 Gh0st.Rat.Botnet 1 1 1

10 OpenSSL.Heartbleed.Attack Information Disclosure 1 1 1

Top Malware, Botnets and Spyware/Adware Detected

There are numerous channels that cybercriminals use to distribute malware. Most common methods motivate users to open

an infected file in an email attachment, download an infected file, or click on a link leading to a malicious site. During the

security assessment, Fortinet identified a number of malware and botnet-related events which indicate malicious file

downloads or connections to botnet command and control sites.

## Malware NameMalware Name TypeType ApplicationApplication VictimsVictims SourcesSources CountCount

1 Bladabindi.Botnet Botnet C&C Bladabindi.Botnet 1 1 3

2 HTML/FakeAlert.QB!tr Virus HTTP.BROWSER_Chrome 2 1 2

3 Zeroaccess.Botnet Botnet C&C Zeroaccess.Botnet 1 1 2

4 Mirai.Botnet Botnet C&C Mirai.Botnet 1 1 1

5 HTML/FakeAlert.QB!tr Virus HTTP.BROWSER_Edge 1 1 1

6 Gh0st.Rat.Botnet Botnet C&C Gh0st.Rat.Botnet 1 1 1

7 HTML/ScrInject.OCKK!tr Virus HTTP.BROWSER_Edge 1 1 1
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services providers 
charge for an NSE, 
while at TPx, it’s at 

no cost. 

No 
cost

Ask your TPx account manager for a sample 
report or call 866-706-0631 for more info.


