
 

 

Service Specific Terms 
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Effective 7.1.2024 

 

These Service Specific Terms are incorporated into each applicable Service Order, and collectively with the General Terms and 
Conditions, form the Agreement between the Parties. Any capitalized terms not defined herein have the meaning given to them 
elsewhere in the Agreement.  

A. Service Description – Managed Inbox Detection & Response 

Managed Inbox Detection and Response (IDR) is TPx's post email delivery security solution. Managed Inbox Detection and Response 
allows individuals within your organization to report suspicious messages that may be malicious. Reported emails are then scanned by 
sophisticated technology and evaluated by threat analysts to make a final determination as to whether the email is a threat or not. 

Managed Inbox Detection and Response is designed to be a turn-key solution that delivers additional email security and provides a 
method to properly classify potentially malicious emails from Microsoft Outlook. The Service Features and other Entitlements included 
in the Managed Inbox Detection & Response Services are further described in the sections below.   

TPx currently offers its Managed Inbox Detection & Response Service utilizing related Software from the following Third-Party Product 
Providers: 

Software 

• GoSecure 

Technical Features. Certain features that are inherent to the Third-Party Product(s) (“Technical Features”) may augment or limit the 

availability of Add-On Service Features. TPx supports all Technical Features requisite to deliver the Managed Service and Add-On 

Service Features detailed herein, but may not support all Technical Features offered by a particular Third-Party Product Provider.  

Portal Access. User access is provided to the device graphical user interface (the GUI or “Portal”) for Customer’s authorized users.  The 
software used for a Portal is dependent on the respective Third-Party Product Provider. TPx will provision read/write or administrator 
level Portal access where Customer has purchased the Fully Managed Service Level.  

Standard Service Onboarding. As a separate non-recurring Professional Services charge, TPx will provide project management and 
enablement services as required to implement and configure the Technical Features and provision access to Customer’s authorized 
users.  Standard service onboarding is offered during TPx regular business hours. Custom service onboarding may be required for 
certain deployments, which must be agreed to between the parties in a separate Statement of Work. 

Managed Inbox Detection and Response is offered at a single service level: (i) Managed. The Managed service Level delivers the full 

IDR solution, designed as a turn-key service managed by TPx. TPx is responsible for configuration, management, and support of the IDR 

Portal.  Customer self-service access is limited to Quarantine Administration - you can view key statistics and access the list of all 

reported emails to view status and manually act if desired. The availability of Service Features for each Service Level is detailed in 

Table 1 below.  

 

 

 

 

 

 

B. Supported Third-Party Product(s) & Technical Features; Portal Access 

C. Standard Service Onboarding; Initial Configuration & Account Enablement 

D. Managed Service Levels; Service Feature Availability 



 

Table 1. Managed Service Feature Availability.  

Legend: “I” – Included; “MRC$” – available with additional recurring cost; “NRC$” – available with additional Professional Services charges. 

Managed Service 
Feature 

Description 

Service Level 

Managed 

Portal Access 
TPx provides and manages access to the IDR Portal and TPx Customer Portal for 
approved users. 

I 

License Management TPx adds or removes licenses from the service as requested by the customer. I 

Configuration 
Management – TPx 

Initiated (IDR Platform) 

GoSecure may need to plan and execute IDR platform updates, or system enhancements 
that necessitate TPx performing configuration changes as part of a proactive 
maintenance and performance management process. Service applies to the GoSecure 
provided IDR Platform. 

I 

Configuration 
Management – 

Customer Requested 
(IDR Platform) 

TPx plans and executes system configuration changes requested by the customer and 
approved by TPx. Service applies to the TPx provided IDR Platform. 

I 

Configuration 
Management – 

Customer Requested 
(Microsoft 365) 

TPx plans and executes system configuration changes requested by the customer, 
approved by TPx and directly related to the Managed IDR service. Service applies to the 
customer's Microsoft 365 environment. (See Note 1) 

MRC$* or 
NRC$* 

Incident Triage 
TPx provides incident triage for reported emails - analyzing them and determining the 
final status (Malicious, Safe). In addition, TPx provides troubleshooting and support for 
customer-reported issues affecting the performance and availability of the IDR platform. 

I 

Monitoring, Alerting & 
Reporting 

TPx monitors, alerts, and reports on Key Performance Indicators (KPIs) to provide 
visibility into suspected phishing activity as reported by end-users. Reporting is limited to 
Online real-time dashboards available in the Managed IDR platform. Dashboards provide 
a variety of information that can help TPx Technicians and customers understand 
detailed information and trends regarding phishing activity and reported emails. 

I 

Note 1:  (MRC$) -TPx delivers Microsoft 365 configuration changes and management on the customer's behalf as part of our Managed 

Microsoft 365 Service if contracted at the Optimum Service Level for that service.  This is provided as a monthly recurring charge.  

(NRC$) - TPx can deliver Microsoft 365 configuration changes to support the IDR service as a separate non-recurring professional 

Service charge  

 

The KPIs for monitoring, alerting, and reporting include classification of reported emails and are as set forth in the table below. TPx will 

treat additional incidents that is either triggered by an alert or raised by Customer through a support case associated with each KPI 

based on the assigned Support Priority Level, as defined within the Service Level Agreement found at 

www.tpx.com/terms/service_level_agreement. 

Table 2. KPIs and Support Priority Levels.  

KPI Monitoring Alerting Reporting Description  

Safe X  X  X  

A message that is reported and classified as Safe, will include a 

classification email sent back to the reporting end user and display 

on the IDR Dashboard. These messages are returned to the end 

user’s inbox.   

E. KPIs & Support Priority Levels 

http://www.tpx.com/terms/service_level_agreement


 

Suspicious X X X 

A message that is reported and classified as suspicious, will include a 

classification email sent back to the reporting end user and display 

on the IDR Dashboard. These messages are kept in quarantine, and 

end users can request they be returned to their inbox.  

Malicious X X X 

A message that is reported and classified as malicious, will include a 

classification email sent back to the reporting end user and display 

on the IDR Dashboard. These messages are kept in quarantine. 

TPx endeavors to initiate the Standard Service Onboarding process by contacting Customer within five (5) business days of the mutual 
execution of the applicable Service Order. During the Standard Service Onboarding process, the Parties will mutually agree to a targeted 
Service Commencement and Service Delivery Date, as evidenced in writing (email sufficient). 

For Managed Inbox Detection & Response: 

Service Commencement means that TPx has placed the order with the respective Third-Party Product Provider(s) for the Software.  

Service Delivery means that TPx has completed the Standard Service Onboarding and otherwise delivered the Service, which is 

available for Customer’s use. 

The Initial Service Term will begin on the date of Service Delivery for each respective Service Location, and continue through the Term 

identified in the applicable Service Order. TPx will generally accommodate small changes to the target Service Delivery Date; however, 

where Customer unreasonably delays the Service Delivery or otherwise fails to fulfill its obligations under Article VI of the General 

Terms and Conditions preventing TPx from completing Service Delivery on the target Service Delivery date, then the Initial Service Term 

will begin on the target Service Delivery Date. Billing for the Service will coincide with the beginning of the Initial Service Term. 

  

F. Service Commencement & Delivery; Initial Service Term & Billing 



 

 

G.   Additional Service Specific Terms 

1. Customer Self-Management or Co-Management. Where TPx provisions read/write or administrative user access to the 

Customer in the Portal, Customer will have access to modify and otherwise reconfigure Technical Features and other aspects 

of the Services (“Customer Management”). Customer takes full responsibility and TPx disclaims all liability associated with any 

degradation in the Service quality or security resulting from actions taken by Customer through Customer Management.  

2. Microsoft 365 Licensing & Prerequisites.  Managed IDR service requires that the Customer has Microsoft 365 based email 

platforms (Microsoft exchange Online) and a separate single license dedicated for integration with the IDR platform (in both 

Cases, Service Dependencies). All users must be in the same Microsoft 365 Group to receive service. 

3. Microsoft 365 Configuration Management. Managed IDR service integrates with the customer's Microsoft 365 Environment - 

specifically Exchange Online. Certain configurations within the Microsoft 365 environment must be maintained to properly 

receive IDR service, and for the IDR service to be available for all required users.  Configuration changes to the customer's 

Microsoft 365 environment are not included in the service. Customers may purchase billable professional services from TPx 

to complete this work. If TPx manages the customer's Office 365 environment at the Optimum service level, TPx provides 

Microsoft 365 configuration changes as part of our managed Microsoft 365 services. 

4. Inbox Detection & Response Onboarding. Managed IDR Service onboarding includes the setup and configuration of the IDR 

portal. Customers are expected to configure their Microsoft 365 Tenant, if not covered under the Managed Microsoft 365 

Service offered by TPx. TPx will setup and configure both the IDR portal and Microsoft 365 Tenant for Customers that do have 

the TPx Managed Microsoft 365 Service. 

Third-Party Terms.  

• GoSecure. All services and software associated with GoSecure’s Third-Party products are governed by GoSecure’s terms, 

currently found at https://www.gosecure.ai/wp-content/uploads/GoSecure_EULA.pdf  

https://www.gosecure.ai/wp-content/uploads/GoSecure_EULA.pdf

