
 

 

Service Specific Terms 

Managed Security Service Edge 
Effective 8.1.2026 

 

These Service Specific Terms are incorporated into each applicable Service Order, and collectively with the General Terms and 
Conditions, form the Agreement between the Parties. Any capitalized terms not defined herein have the meaning given to them 
elsewhere in the Agreement.  

A. Service Description – Managed Security Service Edge 

 “Managed Security Service Edge” is TPx’s managed Security Service Edge Solution. Security Service Edge (SSE) is a subscription 
based, cloud software security suite, which provides secure remote access, centralized cloud-delivered security, and strong data 
governance controls. These capabilities work together to protect users, applications, and data from any location and at any time. 

Managed SSE service from TPx compliments SSE perfectly by employing expert resources to help you adopt a Secure Access Service 
Edge (SASE) framework and manage the environment to ensure it remains secure, available, and performing optimally. The Service 
Features and other Entitlements included in the Managed SSE Services are further described in the sections below.   

TPx currently offers its Managed Security Service Edge Service utilizing Equipment & related Software from the following Third-Party 
Product Providers: 

Software:  

• Zscaler 

Technical Features. Certain features that are inherent to the Third-Party Product(s) (“Technical Features”) may augment or limit the 

availability of Add-On Service Features. TPx supports all Technical Features requisite to deliver the Managed Service and Add-On 

Service Features detailed herein but may not support all Technical Features offered by a particular Third-Party Product Provider.  

Portal Access. User access is provided to the device graphical user interface (the GUI or “Portal”) for Customer’s authorized users.  The 
software used for a Portal is dependent on the respective Third-Party Product Provider. TPx will provision read/write or administrator 
level Portal access based on Customer user roles. Please note that there are additional Service Specific Terms in Section G below 
associated with Self and Co-Management of the Services. 

Standard Service Onboarding. As a separate non-recurring Professional Services charge, TPx will provide project management and 
enablement services as required to implement and configure the Technical Features and provision access to Customer’s authorized 
users and is further defined within a Statement of Work.  Standard service onboarding is designed to accommodate a Partner of Record 
Change; additional Professional Services are required for a Migration or New Tenant Onboarding.  Standard service onboarding is 
offered during TPx regular business hours. Custom service onboarding may be required for certain deployments, which must be agreed 
to between the parties in a separate statement of work. 

Managed SSE is available as two tiers: (i) Standard, and (ii)Advanced.  The Standard Solution Tier is designed for organizations that 

require secure remote access and cloud-delivered protection but may not have dedicated in-house resources to manage the platform. 

The Advanced Solution Tier is for customers looking to expand the Standard Tier with Cloud Access Security Broker (CASB) and Data 

Loss Prevention (DLP) features for visibility, control, and compliance across SaaS applications and data in motion. 

The availability of Service Features is detailed in Table 1 below.  
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Table 1. Service Feature Availability.  

Legend: “I” – Included; “MRC$” – available with additional recurring cost; “NRC$” – available with additional Professional Services charges. 

Service Feature Description 

Solution Tier 

Standard Advanced 

Secure Web Gateway 
(SWG) 

Blocks malicious websites and links, filters web traffic, enforces usage 
policies, and protects users and web applications from threats  

I I 

Zero Trust Network 
Access (ZTNA) 

Provides secure remote access to internal applications for any user, from 
anywhere, without putting critical resources at risk 

I I 

Firewall as a Service 
(FWaaS) 

Security capabilities are delivered as a cloud service that scales 
elastically to handle SSL inspection, growing bandwidth and user 
demands, and cloud application traffic with long-lived connections 

I I 

Cloud Access Security 
Broker (CASB) 

Visibility and control over sanctioned and unsanctioned cloud 
applications (SaaS/IaaS) including discovery, policy enforcement, and 
sharing controls.  

MRC$ I 

Data Loss Prevention 
(DLP) 

Inline inspection of data in motion across web, SaaS and private 
application access, including sensitive data classification, policy 
enforcement and protection from exfiltration. 

MRC$ I 

License Management 
TPx adds, removes, or updates SSE subscriptions and add-on licenses as 
requested by the customer. 

I I 

Management Portal 
Access 

TPx provides and manages read/write access to the applicable SSE 
administrative portals and TPx Customer Portal for the customer's 
authorized users.   

I I 

Lifecycle Management 
TPx provides proactive reporting and communication of End-of-Life 
status on software components.  

I I 

Configuration 
Management - initiated 

by TPx 

TPx plans and executes system configuration changes within the SSE 
platform as part of a proactive maintenance and performance 
management process. Changes are made based on the manufacturer's 
recommendations and TPx recommended practice. 

I I 

Configuration 
Management - 

Approved by TPx 

TPx plans and executes system configuration changes within the SSE 
platform requested by the customer and approved by TPx. 

I I 

Firmware Management TPx monitors SSE cloud maintenance and confirms successful platform 
updates. For customer-hosted components such as App Connectors or 
log-streaming VMs, TPx provides guidance on required software updates, 
while customers manage the underlying operating system. Client 
Connector software on user devices is customer-managed. 

I I 

Monitoring, Alerting & 
Reporting 

TPx provided technology monitors certain Key Performance Indicators 
(KPIs) 24x7x365. Monitoring data is used to trigger alerts, assist in active 
troubleshooting, and populate available reports. Alerts are generated for 
platform-related issues that affect service availability, health, or 
performance. These alerts reflect the status of the SSE platform and its 
connected components, not customer-specific security or policy events. 
Reporting provides a variety of information to help TPx Technicians and 
customers understand the health and performance of their systems, as 
well as traffic and usage statistics.  See Table 3 for applicable KPIs. 

I I 



 

Incident Management 

TPx provides automated and/or manual data gathering and analysis, and 
expert troubleshooting, to identify the root cause of an issue as reported 
by the Customer. Additionally, TPx takes steps as appropriate to minimize 
or eliminate the immediate impact of the reported issue. 

I I 

Incident based 
Configuration Changes 

TPx plans and executes system configuration changes as recommended 
by TPx or the manufacturer as part of an identified incident remediation 
plan. 

I I 

User Access Problem 
Resolution 

TPx develops and executes an appropriate remediation plan to resolve 
identified user access issues with the SSE platform. For example, 
authentication flow problems, or the ability to reach approved 
applications through the service. 

I I 

Quarterly Business 
Reviews 

TPx review of policy effectiveness and alert trends and identifies 
recurring risks, false positives, and optimization opportunities. 
Additionally, recommendations are made for policy tuning, DLP category 
updates, and access policy alignment. Tracking of TPx performance 
metrics is also available, including MTTR, incident closure rates, and user 
adoption milestones. 

I I 

 

Table 2. Add-On Service Features. The service features below are available as add-ons and do not form a part of the Services unless 

they are expressly included as separate line items on the Service Order.  

Add-on Managed 
Service Feature 

Description 

Solution Tier 

Standard Advanced 

SSE - Standard: Cloud 
Access Security Broker 

Add-on 
Expands the SSE-Standard service with cloud application control MRC$ N/A 

SSE - Standard: Data 
Loss Prevention Add-on 

Expands the SSE- Standard service with inline Web DLP for Internet/SaaS, 
Private and Gen AI Apps 

MRC$ N/A 

Legacy VPN Add-On  
Provides transitional VPN connectivity for organizations migrating from 
legacy remote-access solutions to Zero Trust Network Access (ZTNA). 

MRC$ MRC$ 

SSE - Advanced: DLP 
Add-on - 1 Category 

 

Expands baseline DLP by adding advanced inspection and classification for 
one specific data channel (SaaS, email, or endpoint). 

MRC$ 

(Requires 
SSE - 

Standard: 
Data Loss 
Prevention 

Add-on) 

MRC$ 

SSE - Advanced: DLP 
Add-on - 3 Categories 

 

Includes all features of Advanced DLP 1 and extends coverage to up to 
three channels (for example, SaaS, email, and endpoint). 

MRC$ 

(Requires 
SSE - 

Standard: 
Data Loss 
Prevention 

Add-on) 

MRC$ 

 
 

E. KPIs & Support Priority Levels 



 

The KPIs for monitoring, alerting, and reporting are set forth in Table 3. KPIs and Priority Support Levels. TPx will treat an incident that 

is either triggered by an alert or raised by Customer through a support case associated with each KPI based on the assigned Support 

Priority Level, as defined within the Service Level Agreement found at https://www.tpx.com/legal/sla/. 

KPI Monitoring Alerting Reporting Description  

SSE Platform 

Outage 
X X X 

TPx monitors vendor platform for availability and service 

performance and notifies impacted customers through 

ServiceNow incidents. 

SSE Platform 

Maintenance 
X  X  X 

TPx monitors vendor platform for maintenance events and 

creates ServiceNow tickets to inform affected customers.  

SSE Tunnel 

Status 
X X -  

Monitors the tunnel connection between the customer’s edge 

device and the SSE cloud platform for up/down status. If the 

tunnel drops, an alert is generated and a ServiceNow incident is 

created for triage. A loss of tunnel connectivity may impact a 

user’s ability to reach SSE-protected resources. 

SSE Private 

App 

Connector 

Down 

X X -  

The SSE App Connector’s management channel (control 

connection) is monitored for uptime. If the control connection 

drops, an alert is generated via email/API and a ServiceNow 

incident is created for triage. 

SSE Private 

App 

Connector 

Group Down 

X X -  

TPx monitors App Connector groups for redundancy. If all 

connectors in a group disconnect, a P1 alert is generated to 

indicate a potential site outage. TPx technicians investigate and 

coordinate with the customer to restore connectivity. 

SSE Private 

App 

Connector 

CPU 

Utilization 

X X X 

TPx tracks App Connector CPU usage. An alert is triggered when 

CPU exceeds the defined threshold (default 75%). Utilization 

metrics are logged and can be included in health or performance 

reporting. We monitor and log CPU usage statistics to aid in the 

troubleshooting process and correlate with other alert metrics. 

SSE Private 

App 

Connector 

Memory 

Utilization 

X X X 

TPx monitors system memory usage on App Connectors and 

triggers alerts when utilization exceeds defined thresholds 

(default 75%). Data is logged for trend and capacity analysis. We 

monitor and log device memory usage statistics to aid in the 

troubleshooting process and correlate with other alert metrics. 

 

TPx endeavors to initiate the Standard Service Onboarding process by contacting Customer within five (5) business days of the mutual 
execution of the applicable Service Order. During the Standard Service Onboarding process, the Parties will mutually agree to a targeted 
Service Commencement and Service Delivery Date, as evidenced in writing (email sufficient). 

For Managed Security Service Edge: 

F. Service Commencement & Delivery; Initial Service Term & Billing 



 

The Initial Service Term will begin on the date of Service Commencement for the respective service location and continue through the 

Term identified in the applicable Service Order. Billing for the Service will coincide with the beginning of the Initial Service Term.   

Service Commencement means that TPx has placed the order with the respective Third-Party Product Provider(s) for the Equipment 

and Software (as applicable) or has otherwise assigned the Equipment or Software in inventory to Customer’s order.  

Service Delivery means that TPx has completed the Standard Service Onboarding and otherwise delivered the Service, which is 

available for Customer’s use. Where Customer unreasonably delays the Service Delivery or otherwise fails to fulfill its obligations under 

Article VI of the General Terms and Conditions the target Service Delivery date may be delayed. 

G. Additional Service Specific Terms 

1. User Access and Service Co-Management. Where TPx provides user access or administrative roles to the Customer in the 

Portal, Customer will have access to modify and otherwise reconfigure Technical Features and other aspects of the Services 

(“Customer Management”). Customer takes full responsibility and TPx disclaims all liability associated with any degradation in 

the Service quality or security resulting from actions taken by Customer through Customer Management. Customer also takes 

full responsibility for any additional users provided access to the Service. Additional Labor Charges or Professional Service 

Charges may be incurred to rectify degradation in the Service Quality or security resulting in actions taken by the customer 

through customer management. 

2. Subscription Adding Users/Licenses.   

• Customer agrees to subscribe to the number of users set forth in the applicable Service Order (“Subscribed Users”). TPx will 

invoice Customer for the full number of Subscribed Users beginning in the first billing month. 

• Customer may increase Users at any time; however, reductions are not permitted during the Term identified on the applicable 

Service Order.  TPx will periodically reconcile the number of active users accessing the Service (“Active Users”). Customer 

may exceed the Subscribed Users by up to twenty percent (20%), rounded to the nearest five (5) users (“Tolerance 

Threshold”). Any Active Users in excess of the Tolerance Threshold will be deemed authorized and will be automatically billed 

at the applicable per-user rate effective as of the first month in which such excess occurs.  

• TPx will provide Customer with written notice of any administrative adjustment to the Subscribed Users, which may be 

provided via a support ticket, customer portal notification, or email. Such notice is for informational purposes only and does 

not require Customer approval. 

3. User Data Transfer Overages. Customers are allotted a fixed Data Transfer per licensed user per month of 10GB for the 

Zscaler ZIA product and 3GB for the Zscaler ZPA product. Customer acknowledges and agrees that TPx will permit usage in 

excess of the applicable Data Transfer allowance of up to twenty percent (20%) per month (“Overage Allowance”). Any Data 

Transfer in excess of the Overage Allowance, shall be deemed accepted by Customer and may be billed by TPx as usage-

based overage charges TPx will allow a 20% data transfer overage per month, after which customers may receive an invoice 

for overages 

4. Third-Party Terms.  

• Zscaler. The terms of use by and between Customer and Zscaler governing Customer’s access, use and warranties of all 

services, software and hardware associated with Zscaler Third-Party Products are governed by Zscaler’s End User 

Subscription Agreement (“EUSA”), currently stated at https://www.zscaler.com/legal/end-user-subscription-agreement. 

Customer’s access and use of the Managed Security Service Edge is conditioned on Customer’s acceptance of the EUSA. 


